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1
Decision/action requested

This paper proposes to add a new security solution for handling UP security policy for a 5GLAN Group.
2
References

[1]
3GPP TR 33.819 "Study on the security for 5GS enhanced support of Vertical and LAN Services"
[2]
3GPP TR 23.734 "Study on enhancement of 5GS for Vertical and LAN Services (Release 16)"
3
Rationale

TR 23.734 [2] has recommended solution #29 "Unified architecture for 5G LAN-type service" for the normative work for 5GLAN group communication.
This paper proposes to add a new security solution for handling UP security policy for one 5GLAN Group.
4
Detailed proposal

**** BEGIN CHANGES ***

6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: Security solution for handling UP security policy for a 5GLAN Group
6.Y.1
Introduction

This solution addresses key issue #3.x: UP security policy for the 5GLAN Group .
TR 23.734 [2] has recommended solution #29 "Unified architecture for 5G LAN-type service" for the normative work for 5GLAN group communication. In this solution a single SMF and a single PSA UPF is responsible for all the PDU Sessions for 5GLAN group communication within a single 5GLAN group. The same SMF is responsible for managing the PDU sessions belonging to the same 5GLAN group.​
According to TS 23.501 [xx] and TS 23.502 [xx], the SMF determines and provide the UP security policy for a PDU session to the gNB connected to 5GC during the PDU session establishment procedure. 
The UP security policy indicates whether UP confidentiality and/or UP integrity protection are activated or not for all DRBs belonging to that PDU session. The gNB uses UP security policy to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session. 

According to TS 23.501 [xx], the User Plane Security Policy provides the same level of information as the User Plane Security Enforcement information. Once the User Plane Security Enforcement information is determined at the establishment of the PDU Session, it is provided to the UE and applies for the life time of the PDU Session. The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.

-
Not Needed: UP integrity protection shall not apply on the PDU Session.

-
whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.

-
Not Needed: UP confidentiality shall not apply on the PDU Session.

6.Y.2
Solution details

This solution requires the same security activation status in the UP security policy for all UE’s belonging to the same 5GLAN group. If gNB decides the security activation on its own, the user plane traffic sent between the UE and the gNB for one PDU session could use different security compared to the other PDU sessions for the other UE’s belonging to the same 5GLAN group. In such case, the security for the whole 5GLAN group is indeterministic. In summary, the security properties of the group communication will inadvertently be determined by the security properties of the weakest communication path. 

This solution requires that the ciphering and integrity protection activation status of DRBs of all UEs belonging to the same 5GLAN Group shall be the same. For that reason, the SMF shall send the same security activation status in the User Plane Security Policy to the gNBs for establishing PDU sessions with UEs belonging to the same 5GLAN Group.

This solution further requires that the gNBs shall not override the UP Security Policy received from the SMF. For that reason, the SMF shall not send the "Preferred" option in User Plane Security Policy to the gNBs for establishing PDU sessions with UEs belonging to the same 5GLAN Group. In other words, the setting defined in clause 5.10.3 TS 23.501[xx] shall apply with the following modifications: 
· Encryption:

- "Required" or "Not Needed" may be used; 

- "Preferred" shall not be used:

· Integrity protection:

-
"Required" or "Not Needed" may be used; 

-
"Preferred" shall not be used:

 NOTE: If 5GLAN group communication is taking place over E-UTRA (connected to 5GC), then the setting of "Required" for Integrity protection is not supported.
6.Y.3
Evaluation

The proposed solution fulfils the potential security requirements given in the related key issue.

**** END CHANGES ***

